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Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), SRVR, LLC d/b/a Volocall, LLC hereby
submits its Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your

attention to this maiter.

Respectfully submitted,

La#Ge J.M. Steinhart
Attomey for SRVR, L1.C d/b/a Volocall, LLC

Enclosures
cc: Ramona Cean
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instituted or petitions filed by & company at efther state comunissions, the court system, or
at the Commission against date brokers) against data brokers inthe past year, Qﬂmpanm
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Exhibit A

SRVR, LLC d/b/a Volocall, LLC

Compliance Requirements



SRVR, LLC d/b/a Volocall, LLC
4969 US Highway 42, Suite 2700
Louisville, Kentucky 40222

Compliance Requirements

SRVR, LLC d/bfa Volocalt, LLC ("Company"} maintains the following operating procedures o ensure compliance
with the requirements set forth in Section 64.2001 et seq. of the Commission’s rules.

Seetion 64,2008 Use of customer proprictary network information withoui costomer
approval.

() Any telecommanications catrier may use, disclose, or permit a&ms o CPNI for the pwrpose of
providing or mexketing service offerings among the categories of service (L., local, interoxchunge, and
CMRS) to which the oustomer already subscribes from the same carrler, withont customer approval,

(1) If a telecommunivations cartier provides different categories of service, and a customer
subscribes o more then one category of sexvice offered by the camier, the carrier is permitted to share
CPNI among the carrier’s affiliated entities that provide a servics offeting to the customer.

(2) I a telecommunications carrier provides different categories of service, but a customer does
not snbseribe 10 more than one offering by the carrier, the cardier s not permitied to share CPNI with its
afffliates, except 25 provided in §64.2007(b).

() A telecommunications carrier may not use, disclose, or permit access to CPNE to marketto a
custoraer service offerings that ave within a category of service to which the subscriber does not already
subsoribe from that cerricr, unless that camier has customer approval to do so, except as described in
pavagraph(c) of this section.

{1) A wireless provider may 1se, disclose, or permit acoess to CPNI derlved from its provision of
CMRS, without customer approval; for the provision of CPE and information service(s). A wireline carrier
may use, disclose or permit access to CPINI derived from its provision of local exchange service .or
interexchange sexvice, without customer approval, for the provision of CPE and call answexing, voloe mafl
or messaging, voice storage and retrieval services, fax store and forward, and protocol conversion,

(2) A telocommmications carrier may not use, disclose, of permit access to CPNI o identify or
track customers that call competing service providers. Ror example, a local exchange carrier may not use
local service CPII to track all eustorners that call local service competitors,

(€) A telecomumunications carier may use, disclose, or permit access to CPNI, without custormer
approval, 28 described in this paragraph {¢).

{1} A telecormmunications carrler may use, disclose, or pemmit acesss 1o CPNI, without custonoer
approval, in fts provision, of inside wiring instatlation, maintenance, and repair services.

{2) CMRS providers may use, disclose, or permit access to CPNI for the purpose of conducting
regearch on the health effects of CMRS.



{3) LBCE, CMRS providers, and intercotmected VolP providers may wee CPNY, veithout sustomer

approval, to murket services formerly known a8 adjunct-to-basie services, suph as, but not limited to, epeed

" dialing, computer-provided directory assistance, call monftoring, call teacing, call Ylocking, osll retun,
repeat dinking, call tracking, calt weiting, caller 1D, cal! forwarding, and certain Centrox foritwes.

(d) A telecommumications carrfer may uss, discloss, or permit aceess to CPMI to protect the rights
o propexty of the oanier, or 1o protect weers of thuse sérvices and other caxiers Fom fraudulent, abusive, or

undawiul use of, ot sulbseripton to, such services,

The Company has adopied specific CPINY policies to ensure that, in the sbsence of oustomer approvett,
CENY is ouly usel by the Company to provide or wmarket servite offerings wmong the entegories of
service (Le, fooal, Inferexchange, anid CBIRS) fo which fhe custoweer dlready subsertbes.  The
Company's CPNE policies prohiblt the shering of CPNY with offiffutedl companier, exeept as perniied
wieder Rule 64,2005¢(E3 or with customer approval parsnant to Bule 64.2007¢). The only exceptions
o these pollcies are os permitied wnder 47 O.8.C. § 22203 anit Bede 64,2005,

Bection 64,2007 Approval reguived for wse of customer proprieiery network hiformation.

f2) A telecommunioations carfer may obtain approvel through weitten, oral or electronfo
methods.

(5 A telecormmmnications carder relying on otal appavel shall bear the burden of demonstveting
that such approval has been given i corapliance with the Commisslon's rles in this part.

{2) Approval o disepprovel to wse, distlese, or perit access to a customer’s CENI obtalned by s
telecomumpnications eartier Toust remaln in offoct watil the sustomer revokes or tmiks such approval or
Qisapproval.

(33 A tolecormmunications carrier must meinisin recods of upproval, whether oral, writien or
slectronit, for at Jeast one year.

In all civermstarices where customer appraval is reguired fo nse, diselose or permi pooess o CENT, the
Company's CPNI policies reguire it the Company obtedn customer approval through written, oral or
elecironie ingilods In conplionce with Kule $4.3007. 4 cnstorer’s approval or disapproval remeing in
effect until tig enstormer revoles o lmits the approvel or disepproved, The Company malidaing records
of eastosner approval (whether written, oral gr elzctronic) for @ minimnm of via year,

) Use of OptOut and Opt-in Approval Processes, A telacommnmications currder may, subjest
0 opteout approval or optein approval, wse iis customer’s individuslly identifiable CPNI for the purpose of
marketing cormnivationsrelated services to that eustomer, A wlecommmmications carrier may, sabject i
optrout approval o opt-in npgeoval, discloses its custoress iadividually idontifable CPNI, for the purpose
of marketing sonmunications-related servicss 10 ot customer, to itz agents and its affiliates that provide
cormundeations-related services, A felecommmanications curier rasy also permit such person or entities to
obtain socess to such CPNE for such puposes. Hycept for vse and disclosure of CFNT that is permitted
without customer approval ander section §54.2005, or that is described. In this pevagraph, or a8 otherwize
provided n section 222 of the Commundoations Act of 1934, as amended, o telecommunications carrier

wuny only use, distlose, or permif access to it customer's individuelly identifigble CPINI sabject to opt-in
approval,

The Compeny does not use CENK for any putpose (ncluding markefing communications-reluted
services) andl does not disclose or granut aceess to CPNT to any parly (eluding to agents or affifiates that

provide comunaprications-related servives), except os permited under 47 US.C. § 222(8) and Rule
64.2005.

i



Bection 64.2008 Notiee required for ase of customer proprietary network information

(&)  Notffication, Generclly, {1) Prior w =amy solichiation for customer approval, a
telecotnpaunications carrler must provids notificetion to the oustomer of the customers right 10 restrict vse
of, disclose of, and acoess to that customer*s CPNL

£2) A televopmmudeations cartier must maintain :ecords of potificadon, whether oral, wiliten or
EIESHORIC, Tor af IEust ofie VEaK

{b) Individual notice 1o customers pwst be provided whet: soliciting approval 10 use, disclogs, or
permit socese to customers” CPNIL

{c) Confent of Notize, Customer notification must provide sufficient information to enable the
customer fo make an informed decision as fo whether to perodt 8 cantier to use, discloge, or permit socesy
o, the customer”s CPNL

{13 The notificetion must stafe that the custorner hes 2 ight, and the carler has a duty, under
federal law, to protect the sonfidentiality of CPML

{7} The notification muast specily ¢the types of information thet constituie CPNT and the specilc
entities that will receive the CENI, desexibe the purposes for wiich CPNI will be used, and inform the
customer of his or her right to disapprove those uyes, and deny or withdraw access to CPNY at any ilme.

{(3) The nofification must agvise the custonier of the preoise steps the eustomer mmust take fn order
to grant or deny aocess to CPNY, and must olemly site that 2 denlsl of approvel will not affect the
provigion of any services 0 which the custormer subswribes, However, carders may provide a brief

statement, in a clear and neatral kmguage, desoribing consequences directly resuliing fiom the lack of
agoess to CPNI,

@) The viotification st be comprehsnsible aud roust not be misleading.

(5 I woritten notification Is provided, the notice muat be cleady legible, use sufficlently large
type, aud be placed In an eres 20 a3 to be readily appavent t a customer.

{6} If any vorfion of a notification is tevslated into another tangoage, then ali portions of the
notification must be translated into that language.

(‘?} A varrier may staty In the notifieation that the customer’s approvel to use CPMNE may erhance
the carrier’s ability to offer products md services tuilored to the custorer’s needs, A cartler also muy stele

in-the notifivation thet it tney b compalied 16 disclose CENI 10 any person upon afffrmutive wiltten request

by the customes.

(8) A carrler may not inelude in the notification any staterment attempiing to encourage a customer
1o freeze thirdwarty aceess to CPNLL

(%3 The notification. must state that any epproval, ot denial of approval for the wse of CPNI
vutside of the service to which the customer already subscribes Bom fhat carrier is valid wmd the customer
akfinmatively revekes or s such approval or dendal.

(10) A telecowsmunications osrrler’s solicltation for epprovel must be proximete to the
notiffcation of 2 customer’s CPMNT righis,

The Compeny's CPNE palicies requive thei customers be notified of thelr vights, and the Compony's
obligations, with respect to CENY prior fo any sollciiation for ensionier agprovel. Alt veguived custorner
rotices (whether written, oral or electrople) comply with the requiramerts of Rele 64.2008. The
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Company wutintaing records of all required custormer notices (whellier written, oval or electronia) for n
wistinnon of one year.

(dy Notice Reguiremerts Specifie fo Opt-Out. A wlecommunications carrier must provide
notification to obitain opt-out epproval (wough elecironic or writen wmcthods, but not by orad
comrnanioation {except as provided in payagraph {8 of this seotien). The contents of any stch notification
oaost coraply with the requirements of patageaph (¢ of this section,

{1} Carriors must walt 2 30-dey minimun pexjod of thne afity giving customers notice and an
opporiunity to opt-out befiore asteming customer approval fo wse, dlsvlose, or pemnit access to CPNI, A
carrier may, In s discxetion, provide for & Jonger perded. Canders roust notify eustomers s 1o the
apglicable waling period for & response bofors approval Is assusred,

() Tn the case of an electrontc form of notifiention, the walting period shall begin to yan from the
date on which fhe notification was sent; and

() In the oxee of notification by mail, the weiting period shall begin to ren on the third day
following the date thet the notification was mailed.

€2) Carriers using the opt-out mechanism must provide notices to their cistomers every two
years. :

(3) Telecormmaications cartiers that vas ¢-mail to provide opt-out notices niust comply with the
following requirements in addition to the requirements generally spplicable to notification:

() Cerieny must obtatn express, verifiable, prior approvel from consurers to sead notices via ¢-
rmall regarding their service In general, or CPNL ix partloviar;

() Carrlers must ellow costomers 1o reply direcy to e-melis confaining CPNI notices I order to
opt-out;

(i) Optout e-mmil notices that are returned 1o the currler as uwndeliverable raust Le sent o the
-customer i another form hefore canders may oonsider the customer to have received notice;

{iv) Carrlers thet use e-mall 1o send CPNI Rotices must enstre that the subjest Bue of the message
clearly and acourately identifies fhe subject matter of'the e-mafl; and

() Telecommunications catriers must viels available to svery customer & method to optont that
is of no addional cost w the oustomer and that Is avatiable 24 howss & day, seven days 3 woek, Curriers
ramy satisfy this requirennent through a combination of methods, so lonp 28 all customers have the ability %o
ppt-ontatno cost and are able to effsciuate that cholve whenever they choose.

The Company dozs Bot curremily solicit "opt eui™ custonter approval for the wse or disolosure of CPINL
The Compeny does rot use CPNE for any pwrpese (nclading marketing compmmications-reluted
seyvices} and does rot disclose or gravt aceess o CPNI to auy parly {Inclnding to agents or affitiaes that

provide comnunications-relafed services), excopd as permitted wnder 47 USE § 222(d) ond Rule
4. 2005,

(&} Notice Requivemenis Specific to Optln. A telecommundontions carrier may provide
notification to obtaln opt-in approval through osel, wiliten, or electronie methods. The contents ofany such
notiication pust comply with the requirements of paragraph (¢} of this section.

The Coampary does not ervrensly solicil Yopt in™ custormer approval for the: nse or disctasure of CPNE
The Company does rot use, disclose or granyt aceess {6 CENI for eny purpose, 10 axy prrly vr in any
ateviner that woutd regubve a cusiower's "opt in approvel umder fhe Cotmmission's CPNI Rnles.

o



{fy Notioe Regutrements Specific ro One-Time Uhe of CPNL (1} Carrlers may wee oral notice to
obtafn Himited, one-time use of CENI for inbound and owbound customer telephone contacts for the

Suration-of the call, regardless of whether catrlers use opt-out or opt-in approval based on the natire of the
contast.

€2 The contents of any such notification must comply with the requirersents of paragraph (¢) of
this sestion, exoopt that wlecommunivations carrers inay omit any of the following notice provisions ifnot

Televant to 1he DRNIed 50 ToF WhGH THE CATTIE! Soeks LENE

@) Carrlers noed not advise oustomers that if they have opled-out previousty, no ection fs nseded
to maintaic the epr-out election;

(i} Carriers need not advise customers that they mey share CPNI with thelr al¥iBiates or third
perties and need nof name those entitles, if the Hmited CPNI usage will not result in use by, or disclosure
to, an affiliate or third party;

(1l Carriers need not disclose the means by which » customer can deny or withdraw futire sccess

o CP, so long ag carders explain to ctgtomers thet the seope of the approval the canier secks Is Yimited
to one-time use; and

{ivy Corrlers may omit disclosure of the precise stops & oustomer must tilke In oxder to grant or
dery access 10 CFNY, as long a5 the carrler clearly cormuaicates thaf the custotner can deny access to his
CPME for the salt.

In Enstonces where the Compuny seeks one-fitne castomer upprovad for the wse or disclosare of CENI,

the Company obtuins such approval in aceordunce with Ve disclosyres, methods and regairemenis
eontuined In Rule 2608(0.

Heetfon 64.2009 Safeguards requived for upe of cusiomer proprietayy uetwork information.

(a} Telecommumioations canders must implement v system by which the statue of 2 customer’s
CPNI approval can be clenrly established prior to the use o CPNIL

The Company’s billing systens allows authorized company personnel io owstly dewermine the siatus of @
custorner’s CPINE approval on the cusfomer qoeowny sereen prior 1o the use or disclosure gf CENL

{5) Telecommunications cerriers st teain thefr personne! as 10 when they ave and are not
awthorized o use CPNI, and carriers must kave an express disciplinacy process in place,

The {Zom,pmjw ks estubBshed CPNE compilnnce policles that Jaclude employee trainitg on restrictions
on the use and disclosure of CENT end roquired safeguards to profect ngainst anauihorized use or

disclosnre ¢f CPNL.  Ewiployess understand the CPNI polictes and a violation of those policies will
resuli i disciplnary action,

(6) AH carviers shali maintain a record, electronleally or it some ofher manner, of thefe own end
their affiliates’ sales and murketing campalgns fiat use thelr costomers™ CPNT, Al cariers shall maindain o
regord of all nstances where CPNY was dlsclosed or provided to third partles, or where third pavties were
allowed aceess to OPNE The record must include g deseription of each oamypaign, the specific CENI thas

Wras psed in the cumpaign, and what products and serviees were offered ax & part of the campaign. Canders .

shull rotain the record for @ mintraum of ons year.

The Company’s CPNI policles reqiire that all seles and murketing compiigns noluding those aiiligng
CPNI be recorded and Rept on fite for at least one yeur. Reoords ave aiso maintained for disclosure or
access to CPNI by thivd parties, The records include ihe reguired nformation isted in Rute 64,206%(c).,



{4y Telecommunications cavtlers must establish » supervisory review process regerding cusrier
corplisnce with the rales In this subpart for cub-bound marketing sireetions and maintain records of carrder

compliance for & mintmum perlod of tne vear, Speoifically, sales persomnel must obfain supervisory
approval of eny proposed out-bound merketing request for oustorser approvalh

The Compary's CPNE policles require employees to obtalie approval from the Company’s CPNI

Copapllance Officer for ol markeling compaions, Inelading those wtilizly L, prior 15 initivting thet

campaigr.  Recovd of fhe marketing compaigns, olong with the appreprivie supervisory apyroval is
wintained for af feast one your.

() A selecommunications catrier must have an officey; as an apent of the cavrier, sign and file
wigh the Commdssion o coroplance certificate on an annual begls, The officer must state In the certification,
that ke or she has personel Juowledps that the company has established opsiating procedures that aro
adequate © ensurge compiiance with the mles in i85 subpart. The sarder most provide a stafement
aoecompanyiog the corlifioate explaining how ity operating procedures ensure thet it is or is not B
complancs with the rules in this scbpat T addition, the cander mmst jnclude an explavation of any
actions taken apainst data brokers and 2 snmary of alf cusfomer complainis regeived In the past year
concersing the unathorized release of CPNL This Sling must be wede mnvally with the Bnforcemment
Bureatt on o before Mareh 1 n BB Docket Mo. 6638, for duta pertaining to the previous calendar year.

The required officer aﬁ}ty’mﬁoﬁ, actlons vaken opalnst date brohers and suimmary of custowmer
complnint decwments ave inehuded with I aecomparping Stateinen?,  The Company will file fhese
docameris on v ayaal basts on or before Barok 1 for duza pertaining to the previous ealendur pear.

() Camriers must provide writen notfos within five buslaess days o the Commission of any

Instance where te opt-out mechanisms do not worl propetly, o such 2 degree that consamers® inability to
opt-out i more than an anvmaly.

(1) The notloe shall ve i the form of 3 leter, and shall Mohede the carder*s name, 4 deseription of
the pt-ouf mechanism{L) wsed, the problems(s) experienced, the remedy proposed and when it will be/was
implemented, whother the yelevant stafe commission(s) has' baen votified and whether i has ioken eny
action, & copy of the netice provided to customers, aad coutect information.

(2} Buch notice mast be submiited even if the carrier offbrs other methods by which consumers
may opt-ont.

The Caompany does no¥ cuvrently soliclt “opt ont” custorer approvel for the itse or diselosure of CPNE.
Seetion 64.2010 Safegnards on the dizclosurc of costomer proprietary network information.

(& Soguording CPNI, Telecommuniontions catriers must take yeesonable mensares to discover
and protect apainet afterapts {o gain nnenthorlzed acvess to CPNL  Telecommunicotions cerriers must

propetly avthenticate a customer prior to disclosing CPNI based on cusiomer-initiated telophone contact,
omniine rocount aceess, or an in-store visit,

Fhe Company's CPNY policies and omployee teaining include reasonable wmoaswres to discover and
Drotect against activify that is indicative of prefexsing and employees are Insttwcted to notfy the CPNT
Complance Qfflcer if any such activily iy suspected.

() Telephone aecess to CPNJ. Telocomrunications cmtriers may only disclose call detafl
Information over the telephone, based on customer-initinted telephone contact, if the customer first
provides the carrier with a password, as described in paragraph (2) of ihis section, that is mot prompted by
the carrier asking for readily available biographical Information, ot nocount Information, 16 the eustomer
does not provide s password, the telecommnmications carrler may oply disolose call detail Information by
sending it to the customer’s address of record, or, by calling the customer & the telephone number of
reeond, TEthe customer is wbie to provide call detall Information to the telecommanications catrler during a



enstomer-nitiated call withous the telecommmications cumier’s assigtane, then the telecompunications
cayfer fs permitied to diseuss the celi detall information provided by e customer.

The Compauy's CPNE policles engiere that & customer is only able to access eall detall information over
the iclephone i one of the wave listed In Rule 64.2000(0) 1 the custoper cannot rervember their
password, they are prompied fo answer g securly question. Nelther the password nor e secprify
questor gre bused on yendily evailable biographics) fnformation or account information.  Customer

service represeniatives are inskructed 1o aitienticate clistomers over i leiepione in off instances except

in the case where the customer provides the call detoll Information without the assistence of the
Company.

{c) Onlkme aocess to CENT. A telecommunications carrier must aufhenticate o custoroer without
the use of veadlly availoble biographicsl informafion, or account information, prior to allowing the
cugtonger onilne zeonss to CPINL wiated to a telecommunications service acoount. Once suthentionted, the
customer may only obtain online acoess to CPNI related v a telecommimications service account throngh a
pessword, a5 desoribed in paragraph {6} of this sectlon, that is not prémpted by the casrier asking for readily
avaiiable blographical Information, or acoount nformation.

The Company’s cusioners have access tg their aceount oullne upow entry of an access code which IS not
linked to readily available account information.
() In-Store aovess to CPNE A telecopmnupications carrler may disclose CPNE 0 u costonier
who, ata cartier’s retail location, first presents to the telecoraymumications carrder or its agent 2 valid photo
I msdching the custoraer’s scoount information.

The Company does sot have e retail location,

(e} Establichment of a Password omd Baivkwp duthentication Methods for Lost or Forgotten
Passwords, To esteblish 2 password, 2 telesomunications catrier must authenticats the customer without,
the use of readily available biographioal inforamiion, or account nformation. Telecommunications cariers
may create & brekeup custorner anthentication method In the event of 2 lostor ﬁ:rgctteu password, buf such
back-up customer authentivation method may not prompt the customer for readily available biographical
dnformation, or account information. I s customer canmot provide the comest password or ¢he correst

regponse for the back-up costomer anthentication methed, the customer most establicl 2 new paseword a3
desoribed In this paragraph.

The Company's CPNI policies alfow for @ few ways fo astablsh o possword, all of witlch ensire
compliance with the ghove paragraph. Bach meiftod also aliows e cusionser to estnblish &

securlty questlon in the event that thep forget thelr password, In to event does the Company use readily
wvaliable Biographical Wformutlon 6r account information o8 o beck-up question or as ¢ means o
esfablisly ¢ password or authenficaic Fez custornr.

{f) Notifieaiion of gocount chonges, Telesommunicetions canlers pst notify onstomers
immedistely whenever a password, customer response fo & back-up means of autheptication for lost or
forgotten pastwords, onllne ascount, or addrese of record is oreated or changed. This ootifivation is not
vequived when the oustomer fnftiates service, moluding the selection of 2 password af setvice Initiaion.
This notification may be through a carrler-orlginated volcemall or text message to the telephone number of

recovd, or by wmail to the address of record, snd must not reveal the changed Information or ba sent fo the
new actount information,

The Company’s biillng system genaratos & notiffcation letter when any of fhe fields listed in Bule
64.2010(0 is created or eanged. The Company immedinizly mells out the notiffcation to the address of

vecord {never q new adilress) when required by Rule 64.20100). The content of the noilfication complizy
with the regrirements of Rule 64,2010,



{6  Bustmss Customer Exewption. Telecommunivations carrlers mey bind themselves
comtractoally fo authentication regimes other than those deseribed In this section for sexvicey they provide
tor thedr business eustommer that have both 2 dedicated acconnt representative ard = contract that specifically
addresses the carriers’ protection of CPHL

The Compary does not wiilive the busiess oustomet exception af Hiy thne.

Section 64,2011 Notifieation of oustomer proprisiary nefwork Informafion securiy
breaches,

(2) A welscommunications canxder shall rotify law enforcemnent of a breach of its customers’ CPNI
as provided in this sectlon. The corrier shell not notify its customters or discloss the breach publicly,
whetlher voluntarily or under state or ocal faw of these rulss, uatil &£ hay completed the process of notifying
law enforcoment purstent fo paragreph (b),

(&) As soon us practicable, and in no event lator than seven (7) business duys, afier reasonable
determinstion of the breach, the telscommunnications carrder shall eleatronically notify the United Statey
Secret Service (USSE) and the Feders? Bureaun of Investigation (FBI) through a central reporting facility.
The Commission wilt malstain a ik fo the reporting foility st hitorfiwww.foo goviebioond,

(1) Notwithstanding any stafe law to the contrary, the carler shall not notfy customers or
dizolose the breach to the public until 7 full business deys have passed after notification to the USSS and
the FBI except as provided In paragraphs {Z) and (3).

(Z) ¥fiha carcler belisves thet there Is an extraordingyily atgent nead 10 notify any class of affecied
pustomers sooner than otherwise ailowed wader paragraph {1), i order to aveld fsediste and freparable
haer, it shall o indicate in its notifivation. and my proceed to innediately notify its affected customers
only after consultation with the relevam investigating agency, The caprier shall cooperate with the relevant
fovestigating agency’s reguest to minimize any adverss effects of such customer notification,

{3 If the relovant javestigeting epency determines fint the public discloswre or notlee fo
icustorners wonld impede or compromise an obgolng or potential oriring) investigation or national security,
such sgency may divect the carrier not ¥ so Qisclose or notify for an initial perod of uy to 30 days. Such
period mey be extonded by the agenoy 25 reasonable necessary i the jndgment of the agency, If such
direction Is given, the sgenoy shall notify e eartler when i appears fhat public disclosure or potice to
sffected customers will no longer impede of compromise & oriminal investigation or nationel sepurity. The
apency shall provide In writieg Uts Initial divection o the cander, any subsequent extension, and any
netificetion that notice will no longst kopede or compromise a criminat investigation or xtional seouttty

and suel: writings shall be contemporanecusly lopgsd on the same reporting fcility dat contains records of
notifications filed by cerriers. ’

(8) Recordhegping, All parriers shall maintain a record, slectronically or 1o some other manner, of
any breaches discovered, noiification made to the USSS and the FBI pursuant to peragraph (&), md
notification made o oustoners, The record must include, i available, dates of discovery and notification, &
detailed desoripiion of the CPRI thet was the subject of the treach, und the circumstances of the breach
Catriers shall retain the record for 2 mintmum of 2 years.

The Compuny has policies und procedures i plave to ensure comepliance with Rele 642013, When it is
reasonably deteyrmined thet o breaeh has eccarved, the CPNI Complionce Officer will notlfy law
enforcement and ifs custorner i the vequived timeframes, A record of ifte breacl: Wil be muintuined for
& piniwn of twe years ard will Include all informeatlon requirved By Ride 642011



